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	AGENCY
	Department of Foreign Affairs and Trade

	POSITION NUMBER
	DL1061

	POSITION TITLE
	ICT Support Officer

	CLASSIFICATION
	LE4

	SECTION
	IT & Telecommunication

	REPORTS TO (TITLE)
	Second Secretary and Consul 

	EMPLOYMENT TYPE
	Ongoing 


About The Department of Foreign Affairs and Trade (Amend for each agency)
The role of the Department of Foreign Affairs and Trade (DFAT) is to advance the interests of Australia and Australians internationally.  This involves strengthening Australia’s security, enhancing Australia’s prosperity, delivering an effective and high quality overseas aid program and helping Australian travellers and Australians overseas.  The department provides foreign, trade and development policy advice to the Australian Government.  DFAT also works with other Australian government agencies to drive coordination of Australia’s pursuit of global, regional and bilateral interests.

Australia and the Timor-Leste have an effective development partnership that is boosting economic growth and tackling poverty, improving health and education outcomes, and strengthening democracy, justice and governance.
About the position
Under general direction of the Second Secretary and Consul, the ICT Manager (LANA) oversees the provision of high-quality ICT support to more than 70 staff from DFAT and Partner Agencies. The position is often required to deal urgently and directly with the Ambassador, Deputy Head of Mission and other Senior Executive staff and is responsible for setting the strategic direction of the ICT section and ensuring high-level network, system and device support for staff. Some out of hours work may be required.
Key responsibilities of the position include but are not limited to:
· Lead and manage the Embassy IT function, including setting priorities for the IT work unit, facilitating knowledge sharing, overseeing decisions that impact ICT operations and security, and developing and implementing strategic IT initiatives, long‑term projects, and technology reviews to enhance capability.
· Manage ICT resources, resilience and governance, including oversight of the IT budget and cost‑effective procurement, administration of the ICT replacement program and stock holdings, and development, maintenance and quality assurance of the Embassy’s ICT Business Continuity Plan and procedures
· Monitor, maintain and support Embassy ICT infrastructure and services, including daily system checks for computer, voicemail and hardware systems, maintenance of IT office equipment (desktops, printers, photocopiers and devices), and escalation of major issues to Canberra support teams as required.
· Provide operational ICT support to key facilities and partners, ensuring reliable IT services for the Head of Mission Residence and the medical clinic, and delivering low‑level ICN support to partner agencies, including Home Affairs and the AFP
· Liaise with Post System Administrator, Regional Technical Officer, Global Support Centre to ensure effective communication, support, and accurate IT systems auditing.
· Coordinate IT equipment procurement, maintenance, asset management, and decommissioning with the Global Support Centre
· Provide training to new and existing users on DFAT systems, applications, and general ICT operations at post.
· Provide high‑quality ICT support for Ministerial visits, including temporary office setup, networks, and on‑call support
· Establish and maintain strategic relationships with IT service providers and key stakeholders to ensure the Embassy’s IT needs are met
· Maintain accurate ICT records, information systems and communications platforms, including management of ICT and LANA asset registers and stocktakes, coordination of annual surveys, and ongoing maintenance of Embassy contact lists, directories, website and intranet content
Required Qualifications/Experience/Knowledge/Skills -
· Tertiary qualifications in Information Technology, Computer Science or a related discipline, or equivalent professional experience in an ICT environment. 
· Demonstrated experience working in a professional ICT role within a reputable organisation, with the ability to deliver reliable, high‑quality technical support and services. 
· Well‑developed knowledge of ICT systems, including desktops, laptops, printers, mobile devices and other end‑user technologies. 
· Advanced capability with Microsoft Office applications, and experience supporting a range of software packages in an enterprise environment. 
· Experience maintaining SharePoint and/or intranet sites, including content updates and basic administration. 
· Working knowledge of web technologies, including HTML and CSS. 
· Strong analytical and problem‑solving skills, with the ability to contribute to system design, assess technical issues and implement effective solutions. 
· Highly developed organisational skills, with demonstrated ability to manage competing priorities, meet deadlines and deliver results in a fast‑paced operational environment. 
· Well‑developed written and oral communication skills in English and Tetun
· Demonstrated ability to build and maintain productive relationships with internal and external stakeholders, including end‑users, vendors and service providers, ensuring effective service delivery and high client satisfaction. 
· Experience in general administrative duties and client service within an ICT or technical support context.
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